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Chapter 1 Teams Dynamic 911 and 911 Work from Home

Introduction

Correctly routing emergency calls to the appropriate Public Safety Answering Point (PSAP) is a legal
requirement in the United States. There can be some nuances when using any phone service, but this White
Paper addresses the options and configurations in Microsoft Teams. All options (Calling Plans, Operator
Connect and Direct Routing) are addressed here. See Deciding Between Direct Routing and Calling Plans
(enablingtechcorp.com) for a primer if needed.

What is Dynamic 911 and why it so Important

The purpose of Dynamic 911 is to ensure that when a user in the United States makes an emergency call, that
the call be routed to the appropriate Public Safety Answering Point based on the user’s current location. By
getting the caller to the right PSAP, the closest emergency responders to the caller can be determined and
dispatched. Dynamic 911 is an element in the US telephony infrastructure that is applicable to all its
participants. This White Paper is focused on implementing Dynamic 911 for organizations using Microsoft
Teams Voice.

There are several reasons why an organization should implement Dynamic 911 on their telephony system:

1. The health, safety, and wellbeing of their employees.

2. Compliance with Federal, State, and local laws related to emergency services calling and avoidance of
fines for non-compliance.

3. Protection for the organization from litigation related to the amount of time it took for the emergency
responders to arrive at the exact location of the emergency caller as it relates to the dispatchable
location provided by the organization’s phone system.

Microsoft Teams Support for Dynamic 911

For Calling Plan and Operator Connect users, the Dynamic Emergency Calling feature is included and enabled
by default. It is an end-to-end solution. Teams can determine an Emergency Caller’s current location and
automatically pass the call and the current location information to the appropriate PSAP.

For Teams Direct Routing users, Teams can determine an Emergency Caller's current location and pass that
information to the client’s Session Border Controller (SBC). The call and the information must then be passed to
an Emergency Routing Service Provider (ERSP) before it can be presented to a PSAP. It is the responsibility of
the customer to engage with an ERSP of their choice. The customer has the option of disabling Dynamic
Emergency Calling for Teams Direct Routing users.

Microsoft Teams Dynamic 911 supports emergency services calling from the organization’s external and Work
from Home (WFH) Teams users. This feature is available for Calling Plan, Operator Connect and Direct Routing
users. It is not enabled by default.
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Which Teams Clients support Dynamic 911?

e Teams desktop client for Microsoft Windows and the Apple macOS.

e Teams mobile client for Apple iOS client version 1.0.92.2019121004 and App Store version 1.0.92 and
greater.

e Teams mobile client for Android client and Google Play store version 1416/1.0.0.2019121201 and greater

e Teams Phone version 1449/1.0.94.2019110802 and greater.

e Teams Rooms on Windows and Android.

Which Teams Clients and devices do not support Dynamic 911?

e Teams Web Client.
e Legacy Lync\Skype for Business 3™ Party IP Phone (3PIP).

Which Teams Clients support Dynamic 911 for Work from Home?

e Teams Windows Client.
e Teams Mac Client.
e Teams Mobile Client with some limitations.
o The client does not support entering addresses.
o It does not “remember” the association between addresses and network locations. See the
information below for details on these limitations.

Which Teams Clients and devices do not support Dynamic 911 for Work from Home?

e Teams Phones.

e Teams Rooms.

e Teams Web Client.

e Legacy Lync\Skype for Business 3 Party IP Phone (3PIP).

Legal Requirements

Congress and the Federal Communications Commission (FCC) enacted laws in 2018 and 2019 that address
aspects of Dynamic 911 Calling in the United States for Multi-Line Telephone Systems (MLTS):

e Kari's Law - Signed into law on February 16, 2018, and went into effect on February 16, 2020.

e RAY BAUM's (Repack Airwaves Yielding Better Access for Users of Modern Services) Act — Enacted on
August 1, 2019. It went into effect as of January 6, 2021, with additional requirements effective as of
January 6, 2022.
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Kari’s Law
The law applies to on-premises fixed and non-fixed devices and off-premises Kari's
devices. It basically applies to all devices attached to a Multi-Line Telephone L aw

System (MLTS).
Kari's Law is “forward-looking” and applies only to MLTS’s manufactured, N O
imported, offered for first sale or lease, first sold, or leased, or installed after
February 16, 2020. N eeded
It requires that the system support direct dialing of 911 without having to dial a
prefix or access code. You cannot require a user to dial 9911 to make a call to Emergency Services.
The law also has a Notification Requirement:
o Used to facilitate building entry by first responders.
o When a call to Emergency Services is made a notification must be sent to an on-site or off-site
central location where someone is likely to see or hear the notification.
o The notifications must be a conspicuous on-screen notification with an audible alarm through a
client application, smartphone text message or email.
o The notification shall at a minimum include:
= The fact that a 911 call has been made.
=  Avalid callback number and,
* The information about the caller’s location that the MLTS provides to the Emergency
Services provider with the 911 call; provided, however that the notification does not have to
include a callback number or location information if it is technically infeasible to provide the
information.

RAY BAUM'’s Act

This law applies to all on-premises fixed devices associated with an
MLTS as of January 6, 2021. For these devices, a dispatchable location
must be automatically provided to Emergency Services when a 911 call
is placed.

The law’s coverage was extended to on-premises non-fixed devices
and off-premises devices on January 6, 2022.

The RAY BAUM Act is also forward-looking and applies to MLTS's using the two (2) deadlines above.

The location must be provided automatically where technically feasible otherwise the information can be
based on end user manual update or enhanced location information. Enhanced location information refers
to the use of coordinates or Geocodes (latitude and longitude).

Dispatchable locations must consist of the validated street address of the emergency services caller plus
additional information to adequately identify the caller’s location such as floor, suite, apartment, etc.

State and Local Municipality Dynamic 911 Regulation

At least twenty-four (24) States have existing laws regarding emergency services Calling. These rules can
complement the Federal laws if they are not inconsistent with them.
The specific elements of emergency calling that they cover vary greatly.
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e Some municipalities have requirements that supersede those of the State.
e A current list of these requirements can be found in the 911 Legislation Database on the National
Conference of State Legislatures website.
o Intrado is an ERSP that has for many years offered products and services designed for Microsoft
Lync, Skype for Business and Teams Direct Routing and other products.
e Following are some sample State regulations:
o Florida

» Provided addresses must be precise to the station level. This seems to apply to any business
entity with a Private Branch Exchange (PBX).
e "Each PBX system installed after January 1, 2004, must be capable of providing
automatic location identification to the station level.”
e "Automatic location identification” or "ALI" means the automatic display at the Public
Safety Answering Point (PSAP) of the caller's telephone number, the address or
location of the telephone, and supplementary emergency services information.”
e Note: ALl is not dynamic. It is a static mapping of locations to phone numbers.
o New York
* The regulations apply to “public buildings” which they define as "any building belonging to
the state, county, town, village, school district or any other political or civil subdivision of
state or local government”.
* The regulation appears to require compliance with Kari's Law but does not mandate the
providing of any address information when making an emergency services call.
o North Carolina
* Has no regulations.

What do Companies using Microsoft Teams Voice need to consider when setting up Dynamic 911?

¢ Organizations need to determine their required compliance with laws and regulations governing
emergency services calling by their employees. The legal department, compliance officer and human
resources personnel are the usual parties that will make this determination for the firm.

e These personnel should consider exceeding the regulatory requirements to reduce risk and liability to the
firm related to issues with their users being able to complete calls to emergency services while providing an
appropriate dispatchable location.

e Following is a scenario to illustrate this point based on a famous building:
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The NASA Vehicle Assembly Building (VAB) at the
Kennedy Space Center is the largest single floor building
in the world.

*Its single floor covers over 8 acres measuring 716 feet x
518 ft with a height of 526 feet.

*Since its construction to support the Apollo missions, the
interior layout of the building has changed. There are at
times discrete levels and rooms that could be used as
dispatchable locations for emergency calls.

Figure 1 NASA VAB - Kennedy Space Center

*The State of Florida currently does not have any laws that complement the RAY BAUM act providing a
more specific definition of what should constitute a dispatchable location.

*Legally, the Kennedy Space Center would need to only provide the floor the emergency caller is on
when a call is placed.

*The required notification to the VAB's security team would provide the caller’s location as “1° Floor”.

*Providing this level of information to emergency responders could result in a delaying their arrival to
the exact location of the emergency caller.

*In a civil suit, a jury could determine that while the Space Center complied with all applicable Federal
and State laws, they were negligent in providing a more precise location to the emergency responders
resulting in delaying their arrival on scene resulting in an unnecessary worsening of the situation for the
caller.

e Once the requirements for emergency services calling have been established by the organization’s legal
and compliance personnel, it becomes the responsibility of the technical personnel to implement these
policies.

e The technical personnel must determine whether their existing telephony and network infrastructure can
support the implementation of these policies. They will have to determine the level of remediation that will
be needed if they do not. For example:

o How can the caller’s floor be determined?
= The subnet they are on?
= The Wireless Access Point they are connect to?
* The network switch they are connected to?
= The port on the switch?
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How does Microsoft Teams meet the Legal Requirements for Dynamic 911?

e Microsoft Teams includes policies and mechanisms to help an organization comply with Kari’'s Law, the RAY
BAUM Act and most superseding State and Local regulations.

Kari’s Law

e For Microsoft Teams Calling Plan, Operator Connect and Direct Routing users, Teams Emergency Calling
Policies will send notifications to building specific corporate resources when a user makes an emergency
services call.

e These policies can be provisioned dynamically to Teams users. As an organization’s users move from
building to building, they will automatically be assigned a policy that can notify the building’s personnel
based on their current location.

e The Emergency Calling Policies are also used to ensure that emergency callers
do not need to dial anything other than “911" to reach emergency services.

RAY BAUM'’s Act

e Microsoft Teams can provide an emergency location from anywhere a user is
signed onto a device attached to the on-premises local area network.

o For this to work, the organization must configure Microsoft Teams to
provide a dispatchable location for every location in every organizational building that a Teams user
might be signed in from.

e For external and Work from Home users, Teams can derive automatically or help the users define their
current dispatchable location.

o The organization must train the external and Work from Home users on how to properly use this
feature.

Summary

e Microsoft Teams can help organizations comply with the legal requirements for emergency services calling.

e ltis the client's responsibility to comply with all laws and regulations regarding emergency calling from a
company provided Multi-Line Telephone System (MLTS) telephone system.

e The client should confer with their in-house counsel, Compliance Officer and Human Resources department
on the requirements for organizational level Emergency Calling policies, definition of dispatchable locations
and related business practices. These personnel may create corporate policies that exceed the Federal,
State or Local definitions of appropriate dispatchable locations to provide additional legal and liability
protection for the organization.

e C(lear instructions on how to make calls to emergency services using the organization’s telephony
equipment must be provided to all the organization’s users. The users must be trained in how to verify their
location when working externally or from home.

e The organization’s Corporate Counsel, Compliance Office or Human Resources department should decide
on whether the organization’s users must acknowledge receipt of the instructions for making calls to
Emergency Services using the organization's telephony system.

17

Publish Date:


mailto:info@eGroup-us.com

Teams Dynamic 911 — Version 9

eG roup | ENABLING

TECHNOLOGIES

The information configured by the client to provide Emergency Calling services to its users must be

accurate. At all times, the client’s correct current location information must be provided to the PSAP and
ERSP.

The client should test the emergency services Call Flow on a regular basis.
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Chapter 2 Planning and Implementing Emergency Addresses and
Locations in Microsoft Teams

Introduction

To properly route emergency calls to the correct Public Safety Access Point (PSAP) when using Microsoft
Teams, you will need to create Microsoft Teams Emergency Addresses for each one of your buildings. This
section explains the details to ensure you're meeting RAY BAUM's Act, Kari's Law, and state regulations.

Overview and Terms

Teams Dynamic Emergency Calling is enabled by default for Microsoft Teams Calling Plan and Operator
Connect users. Though it is enabled, it will not work without additional configuration. Before you can assign
telephone numbers to your Microsoft Teams Calling Plan and Operator Connect users you must configure
Emergency Addresses and Emergency Location\Places that represent the primary dispatchable locations of
your on-premises users.

A Location\Place must be assigned to Teams Phone System numbers as they are being assigned to your Calling
Plan and Operator Connect users. This Location\Place is referred to as the “address of record” (AOR) for a
Calling Plan or Operator Connect user. This can be thought of as a "default” address for the number that can

be provided to emergency providers if the caller’s current location cannot be determined dynamically by
Microsoft Teams. This is the first component of Teams Dynamic Calling encountered when setting up Teams for
Calling Plan, Operator Connect and Teams Direct Routing users.

The address of record is assigned to Calling Plan users by the organization’s Teams Administrators. There are
three (3) assignment options for Operator Connect users:

1. The Operator Connect Operator (OCO) assigns the AORs to the phone numbers. The organization’s
Teams Administrators can change them later in the Teams Admin Center.

2. The OCO doesn't assign the AORs but allows the Teams Administrators to assign them in the Teams
Admin Center.

3. The OCO assigns the AORs to the phone numbers. The Teams Administrators are not allowed to change
them. The Administrators must contact the OCO to make changes to phone numbers and their
assigned AORs.

The availability of these options varies among the Operator Connect vendors.

Locations\Places must be assigned to the network elements added to the Teams Location Information System
(LIS) database. This association of a dispatchable location to a network subnet, wireless access point, switch or
switch port is what puts the “Dynamic” in “Teams Dynamic 911".

The Emergency Location\Place in Dynamic 911 parlance is also referred to as a “dispatchable location”. These
are the addresses that are provided to emergency responders to direct them to an emergency services caller.
The RAY BAUM Act requires that Multi-Line Telephone Systems (MLTS) installed after January 6, 2021, must
automatically provide a dispatchable location to Emergency Services when a 911 call is placed. The definition of

what constitutes a dispatchable location is very much up for debate and discussed previously.
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Teams Emergency Addresses

¢ In Microsoft Teams, Emergency Addresses commonly represent the Street or Front Door address of the
organization’s buildings.
e Location\Places associated with Emergency Addresses are required for customers using Teams Calling Plan
and Operator Connects.
e When you add an Emergency Address (also referred to as a Civic Address) to Teams, a Teams
Location\Place record is automatically created.
e This Location\Place record represents the Street Address or "Front Door” location of the building.
e Each Emergency Address record includes:
The Organization Name.
A Description of the building.
A unique identifier for the record is called a CivicAddressID.
The full Street Address of the building:
=  "House” Number.
= Street Name.
* Pre and Post Directional Street Name Information.
= Street Suffix.
= City.
= State or Province.
= Postal Code.
= Country or Region.
= Geocodes:
e Latitude.
e Longitude.
» The optional Emergency Location Identification Number (ELIN) associated with the
Emergency Address.
e The DefaultLocationID is the LocationID of the Location\Place record that was created when the Emergency
Address record was added. The LocationID is a unique identifier for Teams location records.

o

o

o

Teams Emergency Addresses “Description and Organization Name” Columns

e Microsoft has recently changed how the fields for the "Emergency Addresses” in the Teams Admin Center
are displayed.
e The "Description” field is displayed first and the “Organization Name” last.

Emergency addresses
Emergency addre:
emergency locat
that you'll need

Figure 2 Teams Emergency Addresses

20

Publish Date:

info@eGrou